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PB SCAM RANGER

Series 1: Investment Scam

WHAT IS INVESTMENT SCAM?

An investment scam is a fraudulent scheme that targets individuals looking
for quick profits with minimal risk, often requiring them to make upfront
payments into personal bank accounts under the purpose of investment

A REAL SCAM VICTIM'S STORY

A SENIOR PUBLIC BANK cUSTOMER LosT RM67,000
TO AN INVESTMENT SCAM. HERE’S HOW IT HAPPENED:

He found an investment scheme on Facebook and joined a WhatsApp group
that appeared genuine, filled with positive reviews.

To participate, he was instructed to transfer money into what seemed like a
secure online platform to monitor his investment.

Over the next few weeks, he received regular updates and charts showing
rising profits, making the scheme look credible.

Encouraged by these results, he deposited more money, believing he was
making good returns.

When he tried to withdraw his profits, he faced delays and excuses from the company.

The fraudsters then demanded additional fees to process the withdrawal.

After making the payment, he sought advice from a close contact, who confirmed
it was a scam.

By then, he couldn’t withdraw any money, and the scammer had blocked his number.



ATTRACTIVE
OFFERS

Scammers lure victims
with high-return, low-
risk investment plans
that seem too good to
be true.
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RED FLAGS TO LOOK OUT FOR!

SUSPICIOUS
FUND TRANSFER

SYSTEM ERROR
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Victims are asked to
deposit money into
multiple personal or
company accounts
with names unrelated
to the investment.

Scammers create chat
groups with fake
investors who share
false success stories
to build trust.
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Victims must pay
additional fees before
they can withdraw
their profits.

Verify legitimacy by checking the provider’s registration or licensing status
(e.g., Security Commission Malaysia Investment Checker).

Avoid upfront payments and never transfer money for advance
fees or deposits.

Be cautious of high-profit promises with little to no risk,
as they are often scams.

Take your time when making financial decisions and stay skeptical
of offers that seem too good to be true.




INVESTMENT CHECKER
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EXAMPLE 1.
SC INVESTMENT CHECKER

A red icon indicates that the company

Is a potential clone and is listed in the

Sc's alert list, which includes fake websites
Impersonating legitimate companies.

searched company is licensed or

« A green icon indicates that the
registered under the SC.

HOW TO REPORT IF YOU FALL VICTIM TO A SCAM

R\ 03-2177 3555 X4 pbesecure@publicbank.com.my
ACTIVATE THE WAYS TO ACTIVATE
KILL SWITCH THE KILL SWITCH :
The Kill Switch is a central switch that e PBe Website
temporarily disables pnling Banking, e PBe Login
ATM Cards, and Credit/Debit Cards to « MyPB App

prevent further unauthorized
transactions.

PB engage




Report Fraud/Scam Incident

Report Phishing Links

If you suspect your account has If you encounter a suspicious
been compromised, report it website impersonating Public
via the "Report Fraud/Scam Bank, report it through the

Incident" link. "Report Phishing" link.

HOW A CUSTOMER NEARLY FELL FOR A SCAM

A Public Bank customer narrowly avoided losing RM2.8 million to an
investment scam. The customer walked into a branch to withdraw a large
sum for an investment. Sensing something was off, the branch staff grew
suspicious and inquired about the purpose of the withdrawal.

The customer explained that the funds were intended for a special vehicle
registration number investment offered by an investment company. Rec-
ognizing potential fraud, the staff immediately escalated the case to
senior management, who confirmed that it was likely an investment scam.
Thanks to the swift action of the bank staff, the customer was saved from
being scammed.

Customers are reminded to remain vigilant, and to keep themselves updated
of the various modus operandi of scams and frauds,” said Public Bank'’s
Managing Director and Chief Executive Officer, Tan Sri Tay Ah Lek.

BANK FOR THE PEOPLE @ PUBLIC BANK

@ PUBLIC ISLAMIC BANK
WHOLLY-OWNED SUBSIDIARY OF PUBLIC BANK




