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WHAT IS LOAN SCAM?

A loan scam is a fraudulent scheme where scammers deceive victims by
falsely promising loans. They pose as legitimate lenders, offering
low-interest loans and even targeting blacklisted individuals.

A REAL SCAM VICTIM'S STORY

39-YEAR-OLD MAN Loses RM14,500 To AN
ONLINE LOAN SCAM. HERE’S HOW IT HAPPENED:
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A Public Bank customer searched for a licensed moneylender on Google and
contacted an agent through WhatsApp.

The scammer instructed him to make an initial payment for a CTOS check before
applying for the loan.

He was asked to transfer a total of RM14,500 for various fees, including stamp duty,
insurance, and processing charges.

After receiving the funds, the fraudster deposited a fake cheque into the
victim's account.

The victim saw the loan amount appear as a floating balance, making the
scam seem legitimate.

The scammer then demanded additional payments to expedite the loan process.

The victim realized it was a scam when he tried to borrow money to make the final
payment and was warned by a friend.



RED FLAGS TO LOOK OUT FOR!

NO FAST LOW BLACKLISTED
DOCUMENTS APPROVAL INSTALMENTS ALLOWED
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Minimal or no Be wary of promises Unrealistically low Scammers claim that
documentation like 24-hour approval monthly repayments even blacklisted
required for loan and disbursement. that seem too good individuals qualify,
applications. to be true. whereas legitimate

lenders assess
creditworthiness.
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HOW LOAN SCAM WORKS?

Fake loan ads appear on social media or messaging apps like
WhatsApp and Telegram.

Victims provide personal details to apply for the loan.

Once "approved," they must make upfront payments for credit score
improvement, processing fees, and other charges.

After receiving funds, the fraudster deposits a fake cheque into the
victim’s account.

Seeing the loan amount as a floating balance, the victim believes
the transaction is real.

The fraudster’s cheque bounces, and they cut all contact
—the loan is never disbursed.
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Never share
banking credentials
or entertain calls
from unknown
sources

Apply for loans only
through banks
or licensed financial
institutions

Avoid anyone
pressuring you to
act immediately

for a loan deal

Ignore loan offers > % Be cautious of
from the internet ;2 ‘ lenders requesting
or unknown sources =& upfront fees like
: . processing charges

HOW TO REPORT IF YOU FALL VICTIM TO A SCAM

A\, 03-2177 3555 24 pbesecure@publicbank.com.my

ACTIVATE THE WAYS TO ACTIVATE
KILL SWITCH THE KILL SWITCH :
The Kill Switch is a central switch that » PBe Website
temporarily disables Online Banking, e PBe Login
ATM Cards, and Credit/Debit Cards to « MyPB App

prevent further unauthorized
transactions.
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Report Fraud/Scam Incident Report Phishing Links

If you suspect your account has If you encounter a suspicious
been compromised, report it website impersonating Public
via the "Report Fraud/Scam Bank, report it through the

Incident" link. "Report Phishing" link.

HOW A CUSTOMER NEARLY FELL FOR A SCAM

RM20,000 saAvED THROUGH COOLING-OFF TRANSACTION

A young Public Bank customer nearly lost RM20,000 to a loan scam. The
Case Management Team received a call from the customer requesting to
release a transaction that was on hold. During verification, the customer
explained that the loan agent had asked for multiple fees to speed up the
loan process. The staff grew suspicious when the beneficiary account was
flagged as a mule account. As a result, the transaction was aborted, and the
customer was advised to be more cautious and to only apply for loans
through banks.

“Customers are advised not to respond to loan advertisements on social
media. Instead, they should verify the legitimacy of such offers with licensed
financial institutions before proceeding with any application.” said Public
Bank’s Managing Director and Chief Executive Officer, Tan Sri Tay Ah Lek.

BANK FOR THE PEOPLE @ PUBLIC BANK

@ PUBLIC ISLAMIC BANK
WHOLLY.OWNED SUBSIDIARY OF PUBLIC BANK



