
Verify the legitimacy of the recipient’s account number
by checking it on Semak Mule PDRM.

https://semakmule.rmp.gov.my/

KEY IN THE
ACCOUNT
NUMBER

CLICK
“SEMAK MAKLUMAT”

DO NOT PROCEED with any transactions if the recipient's
account number is flagged with the disclaimer above

ACTIVATE THE
KILL SWITCH

“We continue to improve best practices in protecting our customers' 
accounts. This includes working closely with the authorities to address 
the evolving nature of scams and frauds.” said Public Bank’s Managing 
Director & Chief Executive Officer, Tan Sri Tay Ah Lek.

HOW TO REPORT IF YOU FALL VICTIM TO A SCAM

03-2177 3555                    pbesecure@publicbank.com.my

ACTIVATE THE
KILL SWITCH

The Kill Switch is a central switch that
temporarily disables Online Banking, 
ATM Cards, and Credit/Debit Cards to
prevent further unauthorised
transactions.

•  PBe Website
•  PBe Login
•  MyPB App
•  PB enterprise Login

WAYS TO ACTIVATE
THE KILL SWITCH :

Report Fraud/Scam Incident Report Phishing Links

If you suspect your account 
has been compromised, report 
it via the "Report Fraud/Scam
Incident" link.

If you encounter a suspicious
website impersonating Public
Bank, report it through the
"Report Phishing" link.

HOW TO AVOID BEING A VICTIM?

Scam sites often have low-quality design,
no HTTPS security, and limited product

or company details.

LACK OF INFORMATION
OR POOR WEBSITE DESIGN

Fake websites may have no reviews,
or only overly positive and generic ones.

NO REVIEWS OR
SUSPICIOUS TESTIMONIALS

Scammers create urgency by claiming
limited stock or time-sensitive offers.

PRESSURE TO
ACT IMMEDIATELY

The product price or discount seems
too good to be true compared

to the market rate.

UNBELIEVABLY LOW PRICES
AND DEALS

RED FLAGS TO LOOK OUT FOR!

Be cautious of prices that seem too good to be true.

Avoid sellers who use pressure tactics, such as claiming 
limited stock.

Always check testimonials or reviews on the seller’s 
profile before making a purchase.

Purchase only from authorised sellers or reputable 
websites.

Do not make any payments if you are asked to transfer 
to a personal account instead of a company account.

1

2

3

4

5

6

7

Series 4 : Online Purchasing Scam

WHAT IS AN ONLINE PURCHASING SCAM?

SPORTS ACADEMY LOSES RM41,700
IN ONLINE PURCHASE SCAM

Online purchasing scams occur when scammers pose as legitimate sellers through 
fake websites or ads. They lure shoppers with extremely low prices or attractive 
deals, but after the payment is made, they become uncontactable and did not 
deliver the goods.

CASE STUDY

A marketing staff from a sports academy searched for Android smart 
projectors for an upcoming event.

She found a Facebook ad offering projectors at extremely low prices with
an additional 65% discount.

Interested, she contacted the seller via WhatsApp, who urged her to make
immediate payment due to ‘fast-selling stock.’

She transferred RM25,989 to the seller’s account for the initial purchase.

The seller then offered more discounted accessories, leading her to make 
a second payment of RM14,661.

With a promise of delivery within 3 working days, the victim was requested 
to pay another RM350 for delivery charges.

After no response post-delivery date and checking with colleagues, she
realised it was a scam — losing a total of RM41,700.


